SECURITY THAT
STARTS IN

Samsung Knox Suite pairs hardware-backed security
with fleet management in one per-device license. Galaxy
phones and tablets enroll themselves on first power-on,
land in policy, and stay managed and protected from one
admin portal. XGen quotes, orders, and registers the
devices for you.

Hardware-Backed Security Out-of-Box Enrollment

Per Device, Per Year Optimized for Galaxy

Knox Mobile Enrollment enrolls a new Galaxy device
into policy as soon as it is turned on and connected,

Secure by design. Managed from day one.
and the enrollment survives a factory reset.

APPLICATIONS

Where Knox Suite fits

@® Frontline and field teams: Galaxy phones and tablets for
warehouse, delivery, and field staff, with hardware key remapping
and barcode scanning tools in the Enterprise plan.

@® Galaxy-first fleets: The best fit when most of your devices are
Galaxy phones or tablets and you want security that is built into
the hardware.

® Galaxy Enterprise Edition: Enterprise Edition devices include
one year of the Knox Suite Enterprise plan.

@® Mixed fleets: Knox Manage, included in the Essentials and
Enterprise plans, can also manage Android, iOS, iPadOS, Windows,
macOS, and ChromeOS devices through its original console.

Plan contents as published by Samsung, September 2026. Plans and features change; confirm current details with XGen before ordering.

FEATURES

What you get with Knox Suite

Knox Platform for Enterprise
Government-grade device and data protection, hardware-
backed and built into Galaxy devices from the start.

Knox Manage

Cloud console for policies, app deployment, remote lock
and wipe, and reporting. Included in the Essentials and
Enterprise plans.

Granular OS Update Control
Knox E-FOTA lets you control and schedule Android OS and
security updates on your timetable. Enterprise plan.
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Knox Mobile Enroliment

When devices are bought through a Knox Deployment
Program reseller, device IDs are uploaded to your Knox
account before shipment, so users only need to turn the
device on. Other devices can be added with the Knox
Deployment App or a QR code.

Knox Remote Support
See and troubleshoot a user's device remotely to keep
downtime short. Included with Essentials and Enterprise.

Asset Intelligence and Insights
Device usage analytics and proactive security insights for
large fleets. Enterprise plan.

Three plans, one license per device

Base is included with Galaxy device purchase and covers Knox Platform for Enterprise and
Knox Mobile Enroliment. Essentials adds Knox Manage and Knox Remote Support. Enterprise
adds OS update control, analytics, and frontline tools. Licenses run one or two years. Tell XGen
your device count and timeline and we handle the rest.
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